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Abstract 
There are several exchanges suffered by hackers in recent years, which makes users notice              
the security issue about their crypto assets. Therefore, decentralized exchanges become           
more and more popular. However, when we want to trade bitcoin with ethereum or digital-fiat               
money, which is the major trading pair in cryptocurrency market, we found none of current               
decentralized exchanges support. So, we propose Crodex, A cross-chain wallet for hybrid            
decentralized exchange, to solve this problem. 
 

Chanllenges of Exchanges 

Centralized Exchange 
Cryptocurrency markets have a dramatic growth in recent years. The daily trade volume of              
cryptocurrency market has exceeded $10 billion nowaday. Cryptocurrency, which is mostly           
based on blockchain technology, is secured by cryptography and decentralized technology.           
But most trades of cryptocurrency are happened in a centralized way. You need to deposit               
your cryptocurrency to a centralized exchange before trading. Which makes exchanges           
become a honeyspot to hackers because they hold all cryptocurrency from every trader. For              
a recent instance, $534 million worth cryptocurrency were stolen by hackers from Coincheck             
in Jan 2018. 

Decentralized Exchange 
Decentralized exchanges aim to solve the security problem of centralized exchanges. But 
even through centralized exchanges get hacked over and over again, the trading volume of 
decentralized exchanges still much smaller than centralized exchange (IDEX trades less 
than $5 million a day, while Binance trades more than $1 billion). What makes user reluctant 
to use decentralized exchange? Please read the figures below. 
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Figure 1. 24 hour top 10 trading volume of Binance from ​coinmarketcap​. 

 
Figure 2. 24 hour top 10 trading volume of Bitfinex from ​coinmarketcap​.  

 
Figure 1, and 2 show the top 10 trading volume of Binance and Bitfinex, the top 2                 
cryptocurrency exchanges in the world. We can find that most of those asset are pair with                
BTC or USD(USDT). But current decentralized exchanges only allow us to trade ETH and              
ERC20 asset. When we want to trade BTC with USDT or other cryptocurrency listed above,               
None of current decentralized exchanges support. We think this is the reason why user are               
not willing to use decentralized exchange. The real pain point of decentralized exchange. 
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Introduction to Crodex 
We propose Crodex, wallet for cross-chain hybrid decentralized exchange on ethereum to            
address those challenges above. We makes ethereum smart contracts interoperable with           
Bitcoin or other blockchains by using Crodex wallet. Which means we can trade coins from               
several blockchains without trusting a specific third party. 
 
In the next section, we will talk about how Crodex works. 

Crodex 

Crodex Cross-chain Wallet 
The basic concept of Crodex cross-chain wallet is to build a Lightning Network(LN) channel              
between Crodex service provider(CSP) and each user. Then we combine trade invocation in             
Ethereum smart contract with Hash Timelock contract(HTLC) in LN channel. Now, we will             
explain how to use Crodex  wallet to trade BTC on Ethereum network. 
 
As we mention before, Crodex wallet is designed for decentralized exchange. So, the             
operation of wallet can be classified into three parts: deposit to wallet, trading in              
decentralized exchange and withdraw from wallet. We will talk about those part respectively. 

Deposit 

 
Figure 3, Process of deposit 

 
Figure 3 shows how Bob deposits 5 BTC to Crodex wallet. First, Bob create a LN channel                 
between CSP and himself with depositing 5 BTC therefore Bob own 5 BTC in this channel.                

4 



Then, CSP or Bob call Crodex contract with BTC-relay to generate 5 BTC(Ethereum) to              
Bob’s wallet. Bob deposit successfully. 

Trade 
We will use an example to explain the trading process between Bob and Alice that Bob want                 
to pay 5 BTC for 10 usdt(ERC20 usd Tether) and Alice want to pay 10 usdt for 5 BTC. We                    
assume the LN channel between both them and CSP were build, which means Bob and               
Alice already deposit to Crodex wallet. 
 

Method 1 
 
Step 1 : Bob create order: with hash of a secret number      ob(5BTC 0usdt)B → 1        (B)H  
and CSP create a HTLC in LN channel between Bob and CSP with  ​like:(B)H  

TLC(Cond(H(B)), Update(Bob(− ), CSP (+ )))H  5  5  

And Alice create order:   with hash of a secret number .lice(10usdt BTC)A → 5 H(A)  
Step 2 ​: Order match 
Step 3​ : CSP create a HTLC in LN channel between Alice and CSP with  like:(B)H  

TLC(Cond(H(B)), Update(Alice(+ ), CSP (− )))H  5  5  

Then, Alice reveal .A  
Step 4​ : Bob reveal . Then CSP invoke settlement function likes:B  

ettle( Bob(5BTC 0usdt, H(B)), Alice(10usdt BTC, H(A)), B, A)S → 1   → 5     

Step 5​ : Update both LN channel. 

 
With method 1, we can trade ether or ERC20 token with BTC without trusting any third party.                 
And benefit from LN and speed of trade doesn’t limit by Bitcoin network. But it’s kind of over                  
the counter (OTC) trading because user still need to do some work after order matched.               
Therefore, the user experience of this method is not smooth as other exchange. To solve               
this  problem. We propose another method which improved from method 1 below. 
 

Method 2 
 
Step 1 : Bob create order: with hash of a secret number of CSP      ob(5BTC 0usdt)B → 1         

 and EM create a HTLC in LN channel between Bob and CSP with  like:(C )H 1 (C )H 1  

TLC(Cond(H(E )), Update(Bob(− ), CSP (+ )))H 1  5  5  

Alice create order: with hash of a secret number of CSP   lice(10usdt BTC)A → 5         (C )H 2  
and CSP create a HTLC in LN channel between Alice and CSP with  like:(C )H 2  

TLC(Cond(H(C )), Update(Alice(+ ), CSP (− )))H 2  5  5  
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Step 2​ : Order match 
Step 3 ​: CSP invokes settlement function and  reveals  likes:, CC1  2  

ettle( Bob(5BTC 0usdt, H(C )), Alice(10usdt BTC, H(C )), C , C )S → 1  1  → 5  2  1  2  

Step 4​ : Update both LN channel. 
 
Cond. 1 : If CSP reveal without settlement of Alice’s order, Alice will earn 5 BTC      C2            
from CSP for free. 
Cond. 2 : If CSP reveal without settlement of Bob’s order, Bob can report to      C1           
contract with order and  like :C1  

eport( Bob(5BTC 0usdt, H(C )), C )R → 1  1  1  

Contract will give Bob 10 usdt from CSP’s account when report verified. 

 
We can trade without trusting any third party with method 2 as long as CSP can afford this                  
order. The user experience of trading become very smooth compared to method 1 because              
the trading process of user can be fully abstracted to a single step(step 1). Just like trading                 
in normal exchange, all you have to do is setting an order. Any other process can be                 
handled by CSP.  

Withdraw 
Bob just need to close the LN channel between exchange and himself when he want to                
withdraw BTC from exchange. And after the settlement transaction of LN channel confirm,             
Exchange manager will call exchange contract with BTC-relay to burn the BTC balance of              
Bob in contract. 
 
It’s OK for Bob if he don’t want to withdraw all BTC from exchange. We just need to create or 
reset a new LN channel between Bob and exchange manager again with remain BTC as 
long as the channel closed. 

Summary of Crodex Wallet  
Crodex provide a new way to trade out-chain coin on ethereum. You can trade BTC, ZEC…                
on ethereum network directly and efficiently without depositing your coin to exchange or             
gateway service provider at first. The out-chain coin is still under your control so you don’t                
need to worry that exchange or gateway service provider may abscond with your coin.              
Furthermore, every operation on Crodex wallet will effect on both ethereum and original             
blockchain network simultaneously by cooperation between Crodex and Lightning network.          
Which make a trustless cross-chain exchange possible. 
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Others  

Hybrid Decentralized Exchange 
Hybrid decentralized exchange is combination of centralized order matching and          
decentralized settlement improved from decentralized exchange. The hybrid architecture         
take advantage of efficiency from centralized exchange and security/transparency from          
decentralized exchange. The cross-chain exchange of Crodex wallet is also a hybrid            
architecture. Therefore, we will support hybrid decentralized exchanges like 0x protocol. 

BTC Relay 
BTC Relay is an Ethereum contract that stores Bitcoin block headers. BTC Relay uses these               
block headers to build a mini-version of the Bitcoin blockchain: a method used by Bitcoin               
SPV light wallets. With the help of this SPV wallet, We can verify a Bitcoin transaction in                 
ethereum network. 

Lightning Network (LN) 
The Lightning Network is a "second layer" payment protocol that operates on top of a               
blockchain. It features a peer-to-peer system for making micropayments of digital           
cryptocurrency through a network of bidirectional payment channels without delegating          
custody of funds and minimizing trust of third parties. 
 
The LN also support trustless routing payment by HTLC. Routing payment is very suitable              
for implement of exchange because the role of exchange is really like a medium route               
between 2 trader. That’s why we use the concept of LN to implement Crodex. 
 
However, we don’t need a complete Lightning Network solution, we only need some             
component of it. So, we will rewrite it and only implement the function we need to optimize                 
our service. 
 
 
 
 
 
 
 
 
 

7 



Competitor 

ERC20 (Hybrid)DEX 
There are many project of hybrid decentralized exchange base on ethereum. Although most             
of them only support trade between ether and ERC20, we focus on propose a cross-chain               
service for exchanges. Therefore we can work together and we are not actual competitor to               
each other. 

Stellar Dencentralized Exchange(SDEX) 
SDEX is a decentralized exhcange on stellar network. They support trading between most             
major coin and digital-fiat money. Although all trade in STDX is decentralized, but you need               
to trust a third party gateway to deposit and withdraw. 
 
For example, if you want to trade ETH on SDEX, you need to find a gateway service                 
provider like apay.io. You deposit ETH to wallet of apay.io and you will receive a               ETHapay.io  
IOU. Then, you can trade this IOU on SDEX. 

OpenLedger 
OpenLedger are a gateway service, holding coins and providing IOU tokens that can be              
easily traded on the bitshares distributed exchange. Like SDEX, trade in open ledger             
exchange is decentralized but you need to trust OpenLedger as gateway when deposit and              
withdraw. 

Blocknet 
Blocknet is a OTC trading platform. They match order first and then start a atomic cross                
chain transfer(ACCT) by using check lock time verify. The benefit is the whole process is               
trustless. But the signing process of ACCT is complicated to user and hard to abstract away.                
So, the user experience of it is not as smooth as other exchange. 

KyberNetwork 
KyberNetwork is a cross-chain DEX project on Ethereum. They use 2-way relay technology             
to handle the cross-chain deposit and withdraw. However, it doesn’t work for blockchains             
without smart contract protocol like Bitcoin. To solve this problem, they design a contract to               
allow third party to be a gateway between Ethereum and Bitcoin with stake. This contract will                
guarantee user will receive their BTC when they withdraw it. Otherwise, they will get more               
ETH from contract as compensation by reporting to contract. 
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Taking BTC as example. The major difference between KyberNetwork and Crodex is you             
need to put your BTC to someone’s wallet when deposit to KyberNetwork while Crodex              
doesn’t. All of your BTC is still under your control because you don’t actually deposit your                
BTC to someone’s wallet. You can withdraw it anytime you want without trusting a third               
party. 
 
Another difference is compensation mechanism. Although you can get some ETH as            
compensation if you fail to redeem your BTC from KyberNetwork, but it is still not what you                 
expect to receive. However in Crodex, compensation is depend on user’s order. It’s just like               
trading with CSP from perspective of users because users can still get what they expect               
according to their order. Therefore, there is no risk to trade via Crodex as long as CSP can                  
afford your order. 
 

Conclusion 
There are many project about decentralized exchange. Due to lack of support about             
exchange between BTC, USDT and other coins, which take major market share of             
cryptocurrency(As figure 4 below). It’s not widely accepted by users. To address this             
problem, we propose Crodex, a cross-chain wallet for hybrid decentralized exchange to            
improve interoperability between blockchains. Therefore, a cross-chain decentralized        
exchange become possible.  

 
Figure 4 Monthly Trading Volume (Billion USD) of Cryptocurrency Market 

 
Crodex reach interoperability by Crodex wallet, a interface of other blockchains on ethereum             
network. Every operation through Crodex wallet will effect on both network simultaneously.            
Which means we can trade out-chain coin like BTC on ethereum network directly with              
Crodex wallet. 
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Roadmap 

 
Figure 5 Roadmap of Crodex 
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